D7 KPEAU ArPUKOJIb

e KOPTMOPATUBHbIA Y UHBECTULIMOHHDbIVA BAHK

MPUKA3 Ne 11-12-02/0

“12” HosI6psa 2020 roga

06 yrBepxaeHuu [MonoxeHusa "UHdopmaunoHHaa 6GesonacHocTb. O6paboTka
nepcoHanbHbIX AaHHbIX”.

NMPUKA3bLIBALIO:
1. YTtBepautb lNMonoxeHve "MHdhopMauuoHHas GesonacHocTb. O6paboTka nepcoHanbHbIX

JaHHbIX".

2. lpusHate pepakuuto [MonoxeHus “UHdopmaumoHHass 6esonacHocTb. O6paboTka
nepcoHanbHbIX AaHHbIX', yTBEPXAEHHYH [Mpukasom lMpesngeHta Kpegu Arpukons KUB
AO ot 26 masa 2020 roga Ne 05-26-02/0, yTpaTtusLueii cuny.

On validation of the Requlation “Information Security. Personal data processing”.

| HEREBY ORDER:

Validate the Regulation “Information Security. Personal data processing”.

2. Consider null and void the version of the Regulation “Information Security. Personal data
processing”, approved by the Order of the President of Credit Agricole CIB AO dated
May 26, 2020 # 05-26-02/0.
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KOPMOPATMBHLIA U MHBECTUUMOHHBIM BAHK

IMOJIO)KEHUE
REGULATION
NO
HanmeHoBaHue "MHdopmauunoHHaa  GesonacHocTb. OOpaboTka  nepcoHanbHbIX
OaHHbIX"
/ Purpose _ _ _
“Information Security. Personal data processing”
OnucaHue lMonoxeHne ycTaHaBnuMBaeT MOPSAOOK 0OpaboTKM NepCcoHarnbHbIX
/ Summary AaHHbIX B “Kpean Arpukonb KoprnopaTuBHbIn 1 HBECTULMOHHBIN BaHK’
aKuMoHepHoe obLwecTBo
The regulation establishes the procedure on personal data processing
at “Credit Agricole Corporate and Investment Bank” joint stock company
YTBepxaeHo Mpukaszom/Order

[ validated by

— 11-12-02/0 o1 12.11.2020

PacnpocTpaHeHue
OEeNCTBUSA / Scope

My6nnyHoe nonoxeHue / Public regulation

MoarotoBun AHTOH PuHiokoB / Anton Finyukov

/ Issuer

OCHOBHbIe depepanbHbii 3akoH oT 27 rtons 2006 r. Ne 152-d3 «O nepcoHarnbHbIX
HOpMaTUBHbIE AaHHBIX»

AOKYMEHTbI Federal Law No. 152-FZ of July 27, 2006 on Personal Data

/ Cross-references

OTmeHsieT n 3amensieT /
Cancels & supersedes

“‘UHdopmaumnoHHaa  GesonacHocTb.  Ob6paboTka
AaHHbIX” Ne 05-26-02/0 ot 26 masa 2020 ropa

“Informtion security. Personal data processing” Ne 05-26-02/0O dated
May 26™ 2020

nepcoHarbHbIX

MCﬂOﬂb3yeMble A3bIKK /
Language(s)

Pycckun n aHrnuinckmn / Russian and English
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1. OBLUME NONOXEHWUA.

1.1. Hactoswee NonoxeHne «NHdpopmaunoHHas 6esonacHocTb. O6paboTka nepCcoHanbHbIX AaHHbLIX)
(nanee — «[onoxeHune») yctaHaBnmBaeT Nopsifok o6paboTkM NepcoHanbHbIX AaHHbIX OU3NYECKNX
nny B «Kpeawn Arpukonb KopnopatusHbii n IHBECTULMOHHBIN BaHky» akumMoHepHoe obLwecTBo (aanee
— «BbaHk»).

1.2. Hactosiwee [lMonoxeHne pa3paboTaHO B COOTBETCTBUWU C TpPebGoBaHMSIMM 3akoHOOATENbCTBA
Poccuiickon denepaumm, perynmpyowmMm nopsaok o6paboTku 1 3awmThl NepcoHarnbHbIX AaHHbIX U
BHYTpeHHUMK TpeboBaHuaMK BaHka.

1.3. HacTtoswee NonoxeHne BCTynaeT B CUy C MOMEHTa ero yteepxaeHus lNpeangeHTom baHka.

1.4. B COOTBETCTBMM C BHYTPEHHUMU TpeboBaHuAMKM BaHka nepcoHanbHble AaHHble OTHOCATCHA K
MHdopMauMn KoHKUAeHUManeHoro xapakrepa (knacc C3).

2. OMNPEOENEHUAL.

2.1. lMepcoHanbHble gaHHble («IMOH») - nobas nHbopmauus, OTHOCALWAACS K onpenerieHHoOMYy Unn
onpeaensemMomy Ha OCHOBaHMM Takon MHGOpMauun duandeckoMy nuuy (CyObekTy nepcoHanbHbIX
OaHHbIX), B TOM 4ucrne ero haMmmnug, nms, OT4ECTBO, ro, Mecsl, JaTa U MecTo poXAaeHud, agpec,
cemMeriHoe, couunanbHoe, MMYLLECTBEHHOE MONoXeHue, obpasoBaHme, npodeccusi, oxoabl, Apyras
MHdopmMaums.

2.2. ObpaboTka nepcoHanbHbIX AaHHbIX - Noboe AgencTeme (onepaums) UM COBOKYNMHOCTb AENCTBUN
(onepauui), coBepluaemblx C UCMONb3OBaHWEM CpeacTB aBToMaTtusauun unu 6e3 Mcnonb3oBaHus
TaKUX CPEACTB C NepcoHanbHbIMY AaHHbIMUY, BKNoYas cbop, 3anncb, cuctemaTmnsauuio, HakonneHue,
XpaHeHue, YyTO4YHeHue (OOHOBNEeHWe, UW3MEHEHWe), Wu3BneYvYeHne, WUCnomnb3oBaHWe, nepegavy
(pacnpocTpaHeHne, npegocTaeBneHve, [OCTyn), ob6e3nuuuMBaHue, OnokMpoBaHue, Yyaarnelue,
YHUYTOXEHME NepcoHarnbHbIX AaHHbIX.

2.3. NHdopmMaunoHHast cnuctema nepcoHanbHbix gaHHbiX (‘UCIMOH") - MHdopMaumoHHas cuctema,
npeacTaeBnsioLas cobo COBOKYMHOCTb MEPCOHarbHbIX AaHHbIX, COAepXalimMxcs B 6a3e gaHHbIX, a
Takke WHPOPMALMOHHBIX TEXHOMOMMA M TEXHUYECKUX CpeacTB, MO3BOMSAOWMX OCYLLECTBNSATbL
06paboTKy Takux MNepcoHasnbHbIX AaHHbIX C MCMONIb30BAHWEM CPEACTB aBToMaTu3auum wunu 6es
NCMNONb30BaHWA Taknx CPEeACTB.

2.4. TpaHcrpaHnyHas nepenada MepcoHanbHbiX AaHHbIX - Mepedada MepcoHarnbHbIX AaHHbIX Ha
TEPPUTOPUIO MHOCTPAHHOTO rOCyapCTBa, OpraHy BracTu MHOCTPaHHOro rocyaapcTBa, MHOCTPaHHOMY
pmanyeckomy numLy UNM MHOCTPaAHHOMY HOPUANYECKOMY FLLY.

3. LENMIM OBPABOTKU NEPCOHAJIbHbIX AAHHbIX.

3.1. Uensamun obpaboTku nepcoHanbHbIX AaHHbIX B baHke sBnsaoTCA:

3.1.1. ocywecTBrneHme 6aHKOBCKMX onepaumini U UHON OeATenbHOCTU, NPeayCMOTPEHHON YCTaBoOM U
nuueHsnamm baHka, HopmaTuBHbIMM akTamn baHka Poccun, OEeWCTBYOWMM 3aKOHOAATENbCTBOM
Poccuinckon ®egepaunn, BkoYas, HO He orpaHnymBasnch, PegepanbHbIMM 3aKOHAMU:

e O3 Ne 395-1 o1 02.12.1990 «O BGaHkax n 6aHKOBCKOW AeATENbHOCTMY;

e Neo 218-93 ot 30.12.2004 «O KpeanTHbIX NCTOPUSIXY;

e N 115-®3 ot 07.08.2001 «O npoTuBO4ENCTBUM neranu3aumn (OTMbIBaHMIO) AOXOAOB,
MONYYeHHbIX NPECTYMNHbIM NyTeM, U (PUHAHCUPOBAHMWIO TEPPOPU3MAY;

e Neo 173-®3 ot 10.12.2003 «O BantOTHOM perynmpoBaHMm U BantoTHOM KOHTPOME»;

o No 39-®3 o1 22.04.1996 «O pblHKE LEeHHbIX Bymary;

Ne177-®3 o1 23.12.2003 «O cTpaxoBaHuu BKagoB onandeckunx nuu B 6aHkax POy;

Ne 27-®3 ot 01.04.1996 «O6 nHaMBuayanbHOM (MepCOHUMULNMPOBAHHOM) y4eTe B cucteme
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00s13aTeNbHOro NEHCMOHHOTO CTpaxoBaHUA»,;

e Ne 152-®3 o1 27.07.2006 «O nepcoHanbHbIX AaHHbLIX».

3.1.2. 3aknioyeHne, UCMONHEHME N NPEKpaLLEHNe rpaxaaHCKo-NpaBoBbIX 4OrOBOPOB C hU3NHECKNMMU,
IOPUOMYECKMM NUUAMKW, MHAUBUAYaNbHLIMW MNPeanpuUHUMaTens Mn U UHbIMU NULAaMKU, B Cnyvasx,
npegycMOTPEHHbIX 3akoHoaTenbcTBOM Poccuiickon ®efepaumm n Ycrasom baHka;

3.1.3. OpraHusauus kagposoro ydyeta baHka, obecneyeHme cobnogeHus denepanbHbiX 3aKOHOB U
WHbIX HOPMaTUBHO-NPABOBbLIX aKTOB, 3aK/HOYEHWE M UCMONHEHME 0065A3aTenbCTB NO TPYyOOBbIM M
rpaXkgaHCKo-npaBoBbIM  JOroBOpaM; BeAEHME  KadpoBOro  Oenonpov3BOoACTBa, COOEWCTBME
paboTHMKaM B TPYAOYyCTPOWCTBE, 00y4YeHMM U NPOABMXKEHUN NO cryx6e, NONb30BaHME Pas3fIUYHOIO
BMOga Ibrotamu, pacyéTt W HaducrieHme 3apaboTHOM nnaTtbl, MCMNOfHeHne TpeboBaHui
3akoHogatenbcTBa Poccuiickon ®enepaumm B chepe HanoroB U c6opoB B CBSA3N C UCHUCIIEHMEM WU
ynnaTon Hanora Ha pfgoxodbl OU3MYECKUX 1ML M UHbIX HanoroB M cOOpoB, MEHCUOHHOMO
3aKkoHogaTtenbCcTBa Npu opMMPoOBaHNA U NPeACTaBNEHNN NEPCOHUMULMPOBAHHBIX AAHHbIX O KaXKO0M
nony4artene [OOXOAOB, YYMTbIBAEMbIX MNPW HAYUCIIEHUN CTPaAxXOBbIX B3HOCOB Ha 0bsi3aTenbHoe
NeHCMOHHOE CTpaxoBaHue n obecnevyeHne, 3anofiIHeHNEe NEPBUYHON CTAaTUCTUYECKON OOKYMEHTaLMM,
B COOTBETCTBMM C TpyaoBbiM KogekcoMm Poccuiickon Pepepaumm, HanoroeeiM kogekcom Poccuiickomn
depepaunn, denepanbHbIMK 3aKoHamu, B YaCTHOCTU: «06 NHANBMAYANbHOM
(nepcoHumumMpoBaHHOM) y4yeTe B cucteMe o0053aTenbHOro MNEeHCUMOHHOro cTpaxoBaHust»y, «O
nepcoHanbHbIX AaHHbIX», a Takke YcTaBoM baHka;

3.1.4. VicnonHeHune obasaHHocTen baHka neped rocyaapCTBEHHLIMU M MHBIMUW YMOSTHOMOYEHHBLIMU Ha
OCHOBaHMM degepanbHOro 3akoHa WM MHOMO  HOPMAaTMBHOIO akTa oOpraHamu, B 4acTu
npegocTaBneHne nHpopmaumm, o6a3aTenbHOM K NPeaoCTaBNEHMIO B paMKax 3anpocoB TakMX OPraHoB,
Ha OCHOBaHMI NONOXeHWI 3akoHogaTenbcTea Pd.

4. ycnosus, NnPUHUUMNbI U CPOKN OBPABOTKW.

4.1. ObpaboTka nepcoHarnbHbIX AaHHbIX BaHKOM OCyLLEeCTBNSIETCA Ha OCHOBE CrieayHLMX NPUHLUMMOB:

3aKOHHOCTM 1 CMpaBeANIMBOCTU LeNen N cnocoboB o6paboTkn NepcoHarnbHbIX aHHbIX;
COOTBETCTBUSA Lienert 06paboTkM NepcoHarnbHbIX AaHHbIX LENsM, 3apaHee OnpeaeneHHbIM 1
3asBIIEHHbIM NpU cOOpe NEPCOHANbHbIX AaHHbIX, @ TaKKe NONIHOMoYNsIM baHka;

e CcooTBETCTBMSI oObema M xapakTepa obpabaTbiBaeMblX NEpPCOHanbHbIX AaHHbIX, CrNocoboB
06paboTkM NepcoHanbHbIX AaHHbIX LiensiM 00paboTkn NepcoHanbHbIX AaHHbIX;

e [0OCTOBEPHOCTU MNEepPCOHarnbHbIX [AaHHbIX, WX [OCTAaTOMHOCTM Ansa uenen o6paboTku,
HeJonyCTUMOCTM 00paboTKM NepcoHanbHbIX AAaHHbLIX, N3ObITOYHbLIX MO OTHOLUEHUIO K LIENSAM,
3aABreHHbIM Npy cbope NepcoHanbHbIX aHHbIX;

e HeJonycTMMOCTU OObeAVMHEHWUsI CO3OaHHbIX AN HECOBMECTUMMbIX Mexady cobow uenen 6a3
AaHHbIX, COAepXaLnx NepcoHarnbHble AaHHbIE;

e XpaHeHUs MNepcoHalnbHbIX [aHHbIX B (opMe, MO3BONALWEN onpesenutb cybobekTa
nepcoHanbHbIX AaHHbIX, HE JONbLUE, YeM 3TOro TpebyroT uenu nx obpaboTku;

®  YHUYTOXEHMS MO AOCTWKEHMM Lienernt 06paboTkm NepcoHanbHbIX AaHHbIX W B Cry4yae yTparThbl
Heo6X0aNUMOCTM B X OOCTUXKEHUN.

4.2. ObpaboTka nepcoHanbHbIX AaHHbIX BaHkoM ocyLlecTBnsAeTca Ha YCrnoBusX, OnpeaeneHHbIX
3akoHogaTtenbcTBoM Poccuiickon ®egepaunm, BKoYas, HO He OrpaHNYMBaAsChb:

e Hanuume cornacus cyObekTa nepcoHanbHbIX AaHHbIX Ha 06paboTKy ero nepcoHanbHbIX
OaHHbIX;

e HanuMune [JOroBopa C KIMEHTOM - OPUAMYECKAM FMLOM, SBMSIOWMMCA OrnepaTtopoM Mo
obpaboTke MOH cBOMX COTPYAHMKOB;

e o00paboTka nepcoHanbHbIX AaHHbIX Heobxoauma [Onsi OCYLLECTBEHUS W BbINOMHEHUSA
BO3MNOXEHHbLIX 3akoHogaTenbCcTBOM Poccuiickon ®Pefepaumm Ha onepatopa  YHKLMWNA,
NONMHOMOYMI N 06A3aHHOCTEN;

e 06paboTka MnepcoHanbHbIX OaHHbIX HeobxoAuma And WCMNOSIHEHUS OOroBopa, CTOPOHOW
KOTOpOro nmbo BbirogonpuobpeTaTtenem unu nopyydnteniem no KOTOpPoMy SBNSAETCS CyObekT
nepcoHanbHbIX AaHHbIX, B TOM 4MCne B Cryvae peanusauuu onepaTopoM CBOEro npaea Ha
YCTYnKy npas (TpeboBaHUi) No TakoMy AOroBopy;
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e 00paboTka nepcoHanbHbIX OaHHbIX HeobxoauMma Ans OCYLECTBNEHWS NpaB M 3aKOHHbIX
WMHTEpEeCcOoB oneparTopa Npu yCroBmK, YTO NPy 3TOM He HapyLlatoTCs npasa n cBoboabl cydbekTa
nepcoHanbHbIX AaHHbIX;

e ocyulecTBnsieTca 06paboTka NepcoHanbHbIX AaHHbIX, NoAfnexawmx onybnMKOBaHUIO wnn
00s13aTENBHOMY PaCKpPbITUIO B COOTBETCTBUM C 3akoHod4aTeNnbCcTBOM Poccuiickon denepauuun.

4.3. HacTtosiwee lMonoxeHne ycTaHaBnNuBaeT Cregylowmnn nepedeHb OeNCTBUIA C NepcoHasribHbIMU
AaHHbIMK: cOop, cucTemaTtm3auusl, HakonmneHne, XxpaHeHne, yTouyHeHne (0GHOBNEHME, U3MEHEHME),
ncnonb3oBaHWe, pacnpocTpaHeHue (B TOM Yuche, nepegaya), yHUUTOXEeHNe nepcoHasbHbIX JaHHbIX B
pamMkKax CcMelwaHHoW 00paboTkMm nepcoHarnbHbiX AaHHbIX C  UCMOMb30BAHWEM  3FIEKTPOHHOW
BbIYUCNIUTENBHON TEXHUKWM, BKITHOYasi nepegady nonyyYeHHom B xoae 06paboTkun nepcoHanbHbIX AaHHbIX
WHdopMaLmn Mo BHYTpeHHen nHdopMaunoHHon cetu baHka.

4.4. B baHke Takke CO30al0TCA U XPaHATCA AOKYMEHTbI, COAepxaliue cBefeHus O cybbekTax
nepcoHanbHbIX [OaHHbIX, 06paboTka nepcoHanbHbIX AaHHbIX KOTOPbIX oOcyllecTBnseTcs 6e3
NCNoONb30BaHWsl CPeACTB aBToOMaTusaumn. TpeboBaHMA K COAEPKaHWIO M NOPSAKY BEAEHUS TaKux
OOKYMEHTOB YycTaHoBreHbl [loctaHoBrneHmem [lpaButensctBa PP ot 15.09.2008 Ne 687 «O6
yrBepxaeHumn NMonoxeHna o6 ocobeHHOCTAX 06paboTkuM NepcoHanbHbIX AaHHbBIX, OCYLLECTBSIEMOW
6e3 ncnonb3oBaHNs cpeacTB aBToMaTU3aLUnNy.

4.5. TpaHcrpaHnyHas nepegada nepcoHanbHbIX JaHHbIX OCYLLECTBNAETCA B NogpasaenieHms rpynnbl
Kpean Arpukonb, K KOTOPOW OTHOCUTCS BaHK, B COOTBETCTBUMN C AENCTBYIOLWMM 3aKOHO4ATENLCTBOM
Poccuiickon ®enepaunn.

4.6. TpaHcrpaHu4Has nepefada nepcoHanbHbIX OaHHbIX MOXET OCYLUECTBNATbCA Ha TeppUTOpUIo
WHOCTpaHHLIX rocygapcTs, sBndawowmxcss crtopoHamum KoneeHuum Coeta EBponbl 0 3awmrte
PU3NMYECKNX UL, a TaKKe MHbIX MHOCTPaHHbIX FoCcydapcTB, o0ecnevmBalonX agekBaTHYIO 3awmTy
npaeB CyOBLEKTOB MEPCOHarbHbIX AaHHbIX, B COOTBETCTBMM C AEWCTBYHOLIMM 3aKOHOAATENbCTBOM
Poccuiickon ®epgepaumn. TpaHcrpaHndHass nepegada MnepcoHasnbHbIX AaHHbIX Ha TeppuTopun
WHOCTpaHHbIX rocy4apcTB, He obecnevmBaloLnX ageKkBaTHOM 3aLMThl MPaB CyObEeKTOB NEPCOHArbHbIX
OaHHbIX, MOXET OCYLLECTBMAATLCA B Crydae Hanuumga cornacust B NUCbMEHHOW ¢hopme cybbekTa
nepcoHanbHbIX AaHHbIX WKW WHbIX Cryvasix, OnpeAdenéHHbIX OENCTBYIOWNM 3aKOHOOATENbCTBOM
Poccuiickon ®enepaunn.

4.7. Cpokn 06paboTKM nepcoHanbHbIX AaHHbIX ONPeAensitoTcsa B COOTBETCTBUM CO CBEAEHUSIMMU,
yKasaHHbIMW B cornacusax cybbekta nepcoHanbHbIX JaHHbIX HA 06paboTKy NepcoHanbHbIX AaHHbIX, B
COOTBETCTBMM C MOMOXEHUAMU TPYAOBOro, rpaX4aHCKO-NPaBOBOrO M WHbIX BMOOB [AOrOBOPOB,
3aKknio4YaeMblX C CyObekTaMum nepcoHanbHbIX OAHHbIX WKW FPaXaaHCKO-NPaBOBbIX M MHbIX BUOOB
JOroBopoB, 3akntodaemblx BaHKOM B WHbIX chnyyasx OCYLECTBMEHUS CBOEN AOeATenbHOCTH,
MonoxeHnem baHka Poccun oT 15 oktabpa 2015 r. Ne 499-1 “O6 mngeHTUdUKaLnmn KpeguTHbIMU
opraHu3auusamMmn KNnMeHToB, NpeacTaBuTenen KnveHTa, BbirogonpuobpeTatenen n 6eHedumumapHbIx
BnagenbLeB B Lensax MNpOTUBOAEUCTBUS neranu3aumm (OTMbIBAHMIO) AOXOO0B, MNOSTYYEHHbIX
NpecTynHbiM NyTeMm, U UHAHCMPOBaHUIO Teppopuama”, [lpukasom denepanbHOr0 apxXMBHOIO
areHtcTBa o1 20.12.2019 Ne 236 «O6 yTBepxaeHumn «llepedHs TMNOBbIX YNpaBNeHYECKUX apXMBHbIX
OOKYMEHTOB, 0Opasylwmxca B npouecce OeATeNnbHOCTU roCyAapCTBEHHbIX OPraHoB, OpraHoB
MECTHOro camoynpaBfieHUs 1 OpraHn3auunn, ¢ ykasaHMeM CPOKOB XpaHeHusy, NoctaHoeneHnem OKLIB
P® ot 16.07.2003 Ne 03-33/nc «O6 ytBepxaeHun [MonoxeHus O NOpPsSAKE M CPOKaX XpaHeHUs
AOKYMEHTOB aKLMOHEPHbIX OOLLIECTBY», CPOKOM UCKOBOW AABHOCTUN, BHYTPEHHUMN fOKyMeHTamun baHka,
a TaKkKe UHbIMK TpeboBaHuAMM 3akoHogaTenbcTBa PP n HopmaTnBHLIMK JOKyMeHTamn baHka Poccuu.
B cnyyae OOCpOYHOro pacTopXXeHust TPYAOBOro, rpaXKgaHCKo-NpaBoBOro U UHbIX BUOOB 4OMOBOPOB C
cybbekTammn nepcoHanbHbIX AaHHbIX, 4OrOBOPOB, 3aKntoyaeMbiX BaHKoM € KnneHTamu, KOHTpareHTamm
n napHepamn baHka, npeanonaralWMMM UCNOSMb30BaHWE MNEPCOHarnbHbIX AaHHbIX CyObLEKTOB
nepcoHanbHbIX AaHHblX, BaHk ocylecTBnseT 06s3aHHOCTM onepaTopa MNepCOHasbHbIX OaHHbIX W
nocre MOMEHTa pPacTOpPXeHUs BbllleyKa3aHHbIX [LOroBOPOB B COOTBETCTBUM C MOMNOXEHUAMU
3akoHogartenbcTBa Poccuinickon deagepaumn.
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4.8. B cnyyae oT3blBa CyObEeKTOM MepcoHanbHbiX AaHHbIX cornacus Ha o6paboTky cBoux
nepcoHanbHbIX AaHHbIX BaHk npekpawaeT o6paboTKy nepcoHarnbHbIX OaHHbIX W YHUYTOXaeT
nepcoHarnbHble JaHHbIe B CPOK, HE MpeBbllalowmin Tpuauati agHen ¢ Aatbl NOCTYNNEHUSA yKa3aHHOMo
OT3blBa, ecrnn uHoe He npegycMmoTpeHo PefepanbHbiM 3akoHoMm OT 27.07.2006 r. Ne 152-903 «O
nepcoHanbHbIX AdaHHbix», [MonoxeHnem baHka Poccum ot 15 oktabpsa 2015 r. Ne 499-1 “O6
naeHTudmkaunm KpeauUTHbIMW  OpraHusaumsMu KNNEHTOB, npeacrasuTenemn KnneHTa,
BbirogonpuobpetaTtenen n 6eHedmLmMapHbIX BragenbueB B LENsX NPOTUBOLENCTBUSA neranusaunm
(OTMbIBaHMIO) OOXOO0B, MOSTYYEHHbIX NPECTYNHbIM MyTeM, U (PUHAHCUPOBAHUIO Teppopuama’ unu
NHbIMK begepanbHbIMU 3aKOHaMMU.

4.9. YHNYTOXEHME NepcoHanbHbIX AaHHbIX OCYLLECTBNAETCS B COOTBETCTBUM C [lonoxeHnem baHka no
YHUMTOXEHUIO HOCUTENen, coaepxawmx KoHUOeHUnanoHyto WHOPMaUnio W nepcoHarbHble
OaHHble, [lonoxeHnem «WMHpopmaumoHHas besonacHocTb. 3awmta  uHpopmaumm», a TaKke
NnopsiAkoM, onucaHHbiM B [Npunoxernnn 2 k MonoxeHuto 06 obpaboTke nepcoHanbHbIX AaHHbIX B
“Kpeaun Arpukonb KoprnopaTueHbin n MHBECTULMOHHBIN BaHK” akunoHepHoe obLLecTBo.

4.10. baHk ocyuwecTBnsaeT 06paboTKy OMOMETPUYECKNX NEPCOHANBbHBLIX OAHHbIX MPU pPasMeLLeHUN U
OOHOBIEHMM CBEAEHUI B COOTBETCTBUM C N. 5.6 cT. 7 PeaepanbHoro 3akoHa ot 07.08.2001 Ne 115-03
«O npoTmBOAencTBUM neranusauun (OTMbIBAHWIO) OOXOA0B, MOSMYYEHHbLIX MPECTYMHbIM NyTEM, W
rHaHcMpoBaHuo Teppopusmay», PegepanbHbiM 3akoHOM OT 27 utonsa 2006 roga N 149-d3 "O6
nHdopmaumn, MHAOOPMALMOHHBLIX TEXHOMOIMSX WU O 3awWuTe WMHdopmMauun", a Takke B pamkax
OopraHu3aLmm KOHTPOs 4OoCTyna B nomelleHnsa baHka.

5. OBECINEYEHUE BE3OMNACHOCTU NEPCOHAJIbHbIX AAHHbIX.

5.1. baHk npeanpuvHMMaeT BCe HeOOXOAUMblE OpraHM3aUMOHHbIE W TEXHUYECKMe Mepbl Ans
obecneyeHns 6e30MacHOCTU MepPCOoHanbHbIX AaHHbIX OT CIy4YaWHOro WM HecaHKLMOHWPOBAHHOIO
AOCTyna, YHUYTOXEHWs,, U3MEHeHWsi, GNoKMpoBaHMs [OCTyna W ApYrnx HeCaHKLMOHWPOBAHHBLIX
JEenCcTBUN.

5.2. be3onacHoCTb NepcoHanbHbIX AaHHbIX Npu nx 06paboTke B MHOPMALMOHHBLIX cucteMax baHka
obecneynBaeTca C MNPUMEHEHMEM OPraHM3auMOHHbIX Mep W TeXHUYEeCKUX CpeacTs 3aluThbl
WHopMaumMMm B COOTBETCTBUM C TpeboBaHMAMM AENCTBYIOLLEro 3akoHogaTenbcTtBa Poccuiickon
depepauun n BHyTpeHHUMKU TpeboBaHuamn baHka no 3awmTe MHpopMauMM KOHMAEHLManbHOro
xapakrtepa (knacc C3).

5.3. B uensax koopamnHauum oencteunm no obecnevyeHmto 6e3o0nacHOCTM NepcoHarnbHbIX AaHHbIX B baHke
HasHa4yaeTca OTBETCTBEHHbIN 3a OpraHmn3aumio 006paboTkM NepcoHarnbHbIX AaHHbIX. K 0643aHHOCTSAM
OTBETCTBEHHOrO 3a OpraHn3auuio 06paboTkM NepcoHanbHbIX AaHHBIX OTHOCATCS:

e OCyLLUeCTBMEHME BHYTPEHHEro KOHTpons 3a cobniogeHnem baHkom u ero paboTHukamm
3akoHogatenbctBa Poccurickon depepauum O MnepcoHanbHbIX AdaHHbIX, B TOM 4uUcre
TpeboBaHuWI K 3aWmUTe NEPCOHAbHbIX AaHHbIX;

e [JoBedeHMe OO0 cBedeHuss paboTHuMkoB BaHka nonoxeHun 3akoHogaTtenbcTBa Poccumnckon
degepauumn O nepcoHanbHbIX AaHHbIX, NOKanbHbIX akToB MO Bonpocam 06paboTku
nepcoHanbHbIX AaHHbIX, TPe60oBaHWI K 3aLuTe NepCoOHarnbHbIX OaHHbIX;

e OpraHusauus npmema n obpaboTku obpalleHnin 1 3anpoCcoB CYyOBHEKTOB NepPCOHarbHbIX AaHHbIX
UnNu nx NpeacTaBmTenen n (UNKn) ocyLLecTBNEHNE KOHTPOSb 3a NPUEMOM N 06pPabOoTKOM Takmx
obpalLeHuni 1 3anpocos.

5.4. NMpun obHapyXeHun HapyLieHun nopsagka obpaboTkm nepcoHanbHbIX JaHHBIX OTBETCTBEHHOE NULLO
BaHka He3amegnuTenbHO nNpuocTaHaBnuBaeT 06paboTKy MepCoHanbHbIX AAHHbLIX A0 BbIABIEHUS U
YCTPaHEHUS NMPUYUH HapyLUEHU.

5.5. PaboTtHunkn BbaHka o006si3aHbl cobniogatb pexuM KOHOMAEHUMANbHOCTU AAs NEePCOHanbHbIX
AaHHbIX, AOCTYMNHbIX UM ANS BbINOMHEHUSA LOOMMKHOCTHbLIX 06si3aHHOCTEN. KoHumaeHumanbHOCTb ©

[[TYBJINYHAS] 6



CH? KPEAN ArPUKOIJIb

mm—— KOPMOPATUBHBLIA 1 MHBECTUUMOHHLIM BAHK

6e30MacHOCTb MepcoHanbHbIX AaHHbIX NpU MX 06paboTke B MHPOPMALMOHHLIX cucTeMax Badka
obecneyrBaloTca agMMHUCTPaTopamy UHAPOPMAaLIMOHHOM Ge30nacHOCTM.

6. MPABA N OBA3AHHOCTM.

6.1. MNMpaBa n 0b6a3aHHOCTM BaHka npu ocylecTBneHnn 06paboTkM NepCoHanbHbIX AaHHbIX.

6.1.1 BaHk Kak onepaTtop NepcoHarnbHbIX AaHHbIX, BNpaBe:

obpabaTbiBaTb NepCoHarnbHbIe AaHHbIE B LLeNsiX UCNONTHEHMS 3aKNio4YeHHbIX baHkoM JoroBopoB
B COOTBETCTBUM C NONOXEHUsIMUN 3akoHoaaTenbcTBa Poccuinckon degepaunm;

NpeAoCTaBnATb NEPCOHaNbHbIE JaHHbIE CYOHLEKTOB TPETLbUM NLaM, eCnv 3TO NPpegyCMOTPEHO
OENCTBYIOWMM 3aKOHOAATENbCTBOM (HANoroBble, MPaBOOXPaHUTENbHbIE OpraHbl, WHbIe
YMNONMHOMOYEHHbIE OpraHbl 1 ap.);

OTKasblBaTb B NPeaoCTaBfEeHMM MNepCcoHanbHbIX OaHHbIX B Chnyvasix MnpeayCcMOTPEHHbIX
3aKoHOAaTeNbCTBOM;

MUcnonb3oBaTb NepcoHanbHble [OaHHble cybbekta 6e3 ero cornacusi, B crydasx
NpeayCMOTPEHHbIX 3aKOHOAATENbCTBOM;

OCYLLECTBNATb MHble [OEWCTBUS, He 3anpelleHHble 3akoHogaTenbCcTBoM Poccuiickon
depgepauuu.

6.1.2 baHk Kak ornepaTtop nepcoHarbHbIX AaHHbIX, 0653aH:

NPUHUMaTbL HeobXoOguMble MNpPaBOBLIE, OPraHM3aUMOHHbIE W  TEXHWYECKME MEpbl UMK
obecneymBaTb UX NPUHATUE AN 3aLUUTbl NEPCOHanbHbIX AAHHbLIX OT HEMNPaBOMEPHOro UMK
CNy4YyalHOro [OocTyna K HUM TPeTbUX 5nU, YHUYTOXEHUS, WU3MEHEHWsl, OnoKknpoBaHus,
KONMMpOBaHMsi, NPeAOCTaBIEHUS], PaCcNpOCTPaHEHNSA NEPCOHArbHbIX OaHHbIX, @ TAKKE OT MHbIX
HernpaBOMEpPHbIX AEACTBUN TPETbUX L B OTHOLUEHUM NEPCOHAarnbHbIX AaHHbIX;

cobniogatb TpeboBaHUSA K 3aliMTe MepcoHanbHbIX [OaHHbIX Npu KX obpaboTke B
MHAOPMALIMOHHBLIX CUCTEMAX MEPCOHAaNbHbIX AaHHbLIX, MCMOMIHEHWE KOTOpbIX obecne4ymBaeT
yCTaHoBMneHHble NMpaBnTensCcTBOM P® ypoBHM 3aLULLEHHOCTM NEPCOHANbHbIX AAHHbIX;
cobntogaTtb Bce UHble TpeboBaHuA, oba3aTenbHble Ana baHka kak onepaTtopa nepcoHarbHbIX
OaHHbIX, KOTOpblEe YCTaHaBNMBalOTCA 3aKoHo4aTeNnbLCTBOM Poccuinckon degepauum.

6.2. lNMpaBa cy6bekTa NnepCoHanbHbIX AAHHbIX.

6.2.1 CyObeKkT nepcoHasnbHbIX AaHHbIX MMEEeT MNpaBO Ha nonydyeHume npu obpalleHnn wunn npu
nosly4eHumn 3anpoca nHopmMaumm, kacaroLencs obpaboTku ero nepcoHasibHbIX JaHHbIX, B TOM Yucrne
cogepxawen:

noaTeepxaeHne dakra 06paboTkm NepcoHanbHbIX 4aHHbIX ONepaTopoM, a Takke NpaBoBble
OCHOBaHMs 1 Lerb Takon o0bpaboTku;

Lenu n cnocobbl 06paboTkn NepcoHanbHbIX AaHHbLIX, MPUMEHSEMbIE ONEPaToOpPOM;
HaMMEHOBaHNE N MECTO HaxXOXAeHMs onepaTopa, CBeAeHMs 0 nuuax (3a UCKNIYeHneM
paboTHMKOB onepartopa), KoTopble UMEHT AOCTYN K NepcoHanbHbIM AaHHbIM U KOTOPbIM
MOryT BbITb PacKpbITbl MEPCOHaNbHbIE AAaHHbIE HA OCHOBaHWM 4OroBopa C ONepaTopom Unu
Ha OCHOBaHUW begepanbHOro 3aKoHa;

nepeyeHb obpabaTbiBaeMbIX NEPCOHANbHBIX AAHHBIX U UCTOYHUK UX MOSNYYEHUS;

Cpokun 06paboTkn NepcoHarnbHbIX AaHHbIX, B TOM YMCIE CPOKN X XPaHEHWS;

NOPSIAOK OCYLLECTBEHMA CyObeKTOM NepcoHarnbHbIX AaHHbIX NpaB, NPeAyCMOTPEHHbIX
deaepanbHbIM 3akOHOM «O NepCOoHarbHbIX aHHbIXY;

nHopmaumio 06 ocyLLEeCTBNEHHOW UK O NpeanonaraeMon TpaHCrpaHMYHOM nepeaavye;
HanMeHOBaHWe unu damnnuio, MMsi 1 OTYECTBO U agpec Nuua, ocyLlecTensowero oopaboTtky
nepcoHanbHbIX AaHHbIX, ecnn 06paboTka nopyyYeHa Takomy nmLy;

WHble CBEeOEeHNS, NpeayCMOTpPeHHble oeaepanbHbiM 3akOHOM «O NepcoHanbHbIX AHHbBIX».
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6.2.2. CybbekT nepcoHanbHbIX OaHHbIX MMEeT MpaBO Ha OT3blB cornacus Ha obpaboTKy cBOUX
nepcoHanbHbIX AaHHbiX. OTO3BaTb cornacnme Ha o0paboTKy nepcoHanbHbIX AaHHbIX CYyObLEKT
NepCcoHanbHbIX AaHHbIX MOXET MNyTeM HanpaBneHWss MUCbMEHHOrO OT3blBa, COOTBETCTBYHOLLEINO
TpeboBaHuaM, npegbsasnsembim degepanbHeiM  3akoHom oT 27.07.2006 r. Ne 152-03 «O
NepCcoHanbHbIX [AaHHbIX» K COAEPXaHUI0 3anpocoB CYyObEKTOB MNEepCOHarnbHbIX AaHHbIX, W
cogepxalero nepedeHb NepcoHarnbHbIX AaHHbIX, B OTHOLEHUM KOTOPbIX CYyObeKT OT3blBaeT CBOe
cornacue Ha o6paboTky.

6.2.3. lMpaBo cybbekTa NepcoHarnbHbIX AaHHbIX HA OOCTYMN K CBOMM MEpPCOHarbHbIM AaHHbIM MOXET

OorpaHMyYMBaTbCA B Cry4yasx, NPeayCMOTPEHHbIX AEWCTBYHOLMM 3akoHogaTenbCTBOM Poccuickon
depepaunn.
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MpunoxeHune 1 k MonoxeHuto «MHdopmaumoHHas 6e3onacHocTb. OOpaboTka NepcoHanbHbIX AAaHHbIXY

CBepeHus, cocTaBnsiolWMe NepcoHarnbHble AaHHbIe.

1. Hacrtosiwee [lonoxeHne ycTaHaBnMBaeT Creaylolwmin nepeyvyeHb MNepCcoHanbHbIX OaHHbIX,
obpabaTtbiBaeMbix B baHke:

1.1. MNMepcoHanbHble gaHHble paboTHMKOB baHka:

damunus, Mg, oT4eCcTBO

Mon

paxxgaHcTBO

[aTta n mecto poxaeHus

MacnopTHble AaHHbIE (BKMOYasi 3arpaHnacnopT)

Anpec pernctpaunn n akTMyecKknin agpec nNpoXxnsaHus

CBeneHuns 0 cocTaBe CeMbM, BKITOYAs CBEAEHUSA O HanMuum aeten

NHdopmauns o TpygoBOM CTaxe, Npeablaymx Mecrtax paboTsbl

CeeneHust 06 o6pasoBaHnn 1 KBanuukaumm

CBeaeHns 0 BOMHCKOM yyeTe

NoeHTUKaUNOHHBIA HOMEpP HanoronnaTenblwyka U CTPaxoBoM HOMEpP WHOMBUAYaNbHOro
nunuesoro cyeta (CHUJIC)

[aHHble 0 goxoaax u yaepKmBaeMblx Hanorax, B TOM YMcne ¢ npeabiayLmnx Mect paboTbl
BaHkoBCkMe peKkBM3nUTbI

[OMmKHOCTb M  HauMMeHOBaHWe CTPYKTYPHOro noAapasfeneHnsi, KoprnopaTuBHble HoMepa
TenedoHOB 1 3MEeKTPOHHAasA noyTa

NHdopmauns o npueme Ha paboTy, nepeBofe, YBOSIbHEHUMN, HA3HAYEHUSIX, OPYTNX CODbITUSIX,
CBSA3aHHbIX C TPYAOBOW AEATENbHOCTBIO

JInyHble KOHTaKTHbIE AaHHbIE (BKMNOYas HoMepa TenedOoHOB U aapec ANEKTPOHHON NOYTbI)
CBeneHunsa 0 BpeMeHHOW HeTPYA0CnoCOBHOCTM 3a BpeMsi paboTbl

CBeaeHuns 0 COCTOSIHUM 300POBbSA HA OCHOBaHUM JOKYMEHTOB, NPeAoCTaBnsseMbIX paboTHUMKOM
[aHHble MUrpaLMOHHON KapTbl, BM3bl, paboyero paspeLueHns

Homepa TenedoHoB 6rM3Knx poACTBEHHUNKOB, NpeaocTaBneHHble PaboTHUKOM
BrvomeTpuyeckme nepcoHanbHble OaHHble: AaHHble 06 m3obpaxkeHun nuua u / unu gpyrue
GrMomeTpuyeckme nepcoHarnbHble OaHHble, HeobXxoauMble B LENsX opraHuM3auum KOHTPOns
AocTtyna B nomelleHms baHka, pasmelleHns Ha nponyckax, A4oCTyna B 0Cob60 KpuTudeckue
nomeLLeHns (ecnvm NPUMEHNMO), pa3MeLleHEe BO BHYTPEHHEM CryXeBHOM CrpaBoOYHMKE.
CeegeHuns 0 CyanmocTu COTPYAHMKOB, 3aHUMAIOLLMX OOMKHOCTU, K KOTOpbIM heaeparnbHbiMu
3akoHamun Poccuinckon ®epepaunn npeabsasnsatoTca TpeboBaHns K 4enoBon penyTauumn Takmx
nmu.

1.2. B oTHoweHuun kaxgoro KnueHta — Cbl/l3|/|‘-IeCKOFO nua yCTtaHaBnMBakTCA crieayowine gaHHble:

dhamMunusa, UM, 1 0THECTBO (MPU HANU4YMKU NocnegHero);

Aarta 1 Mecto pOXAeHNs;

rpaxaaHCTBo;

PEeKBM3UTbI JOKYMEHTA, YAOCTOBEPSOLLErO NMMYHOCTb: HAMMEHOBaHNe, cepust (Mpu HanM4um) n
HOMep JOKYMeHTa, AaTta BblAayn AOKYMEeHTa, HaMMeHOBaHWe opraHa, BblAaBLUero AOKYMEHT,
KoA nogpasgeneHus (Npy Hanuunm);

AaHHble MUTPALMOHHON KapTbl: HOMEP KapTbl, AaTa Hayana cpoka npebbiBaHns 1 gaTa
OKOHYaHWs cpoka npebbiBaHus B PO;

AaHHble JOKYMeHTa, NoaATBepXaatoLwero NpaBo MHOCTPaHHOIO rpaxaaHvHa unv nuua 6es
rpaxgaHcTBa Ha npebbiBaHue (NpoxuBaHve) B PO: HaumeHoBaHWe JOKYMEHTa, cepus (ecnm
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nmeeTcs) U HOMep OOKYMEHTa, AaTa Havana cpoka AencTBus npasa npebbiBaHNs
(NMpoXxmnBaHMs) N gaTa OKOHYaHMsI Cpoka AeNCTBUS NpaBa nNpebbiBaHMs (NPOXMBAHUS);

e agpec MecTa XUTeNbCTBa (pernctpaumm) unm mecrta npebbiBaHus;
NOeHTUMKaALMOHHBIN HOMepP HanoronnaTtenbLmka (Mpy Hanu4um);

e VHdOPMaUUA O CTPaxOBOM HOMEpPE MHAMBUAYaNbHOrO MLEBOro cHeTa 3acTpaxoBaHHOMO
nuua B cucteme 06a3aTenbHOro NEHCMOHHOIO CTPaxoBaHMA (MPY Hann4ynm);
KOHTaKTHas uHdopmaums;

e cBefeHus o Hannuuu y KnneHTta beHeduumapHoro Bnagensua;

CBEAEHUs O Lienax YCTaHOBNEeHUSA 1 npeanoriaraeMoM XapakTepe AenoBbiX OTHOLLEHWUIA C
baHkom. IHopmauusa npeactasndeTcs KNMeHToOM B NMCbMEHHOM NPOU3BOSIbHON hopMeE;

e cBedeHus 0 (PMHAHCOBOM MOMOXEHUU N CBEAEHUS O AeNoBoKn penyTaumn. [ng ycTaHOBNeHUs
Taknx ceegeHuin, baHk ncnonbayeT niobble, 4OCTYMHbIE HA 3aKOHHbLIX OCHOBAHUSIX OTKPbITbIE
NCTOYHUKN MHGOPMaLNK;

e cBeaeHus 06 NCTOYHMKaX MPOUCXOXKAEHMSA OEHEXHbBIX CPEACTB U (M) MHOrO NMMyLLLECTBa
KnnenTa;

e HanoroBoe Pe3naeHTCTBO - B Lenax peanu3aunm MNonoxeHns, yTBepaeHHOro
MoctaHoBneHuem lNpasutensctea PO oT 16.06.2018 roga Ne 693 «O peanusauum
MeXOyHapOo4HOro aBToMaTnyeckoro oomeHa pmHaHcoBoOW MHpopmaumen ¢ KOMNETEHTHLIMU
opraHamMu MHOCTPaHHbIX FOCyaapCTB (TEPPUTOPUR)».

1.2.1. B oTHoweHwun Mpeactaeutenen Knnerrta (dbunanyecknx nuu, 4ENCTBYOLWMX OT UMEHU U B
NHTepecax nnu 3a cyet KnueHTta, NONIHOMOYMS KOTOPbIX OCHOBaHbI HA AOBEPEHHOCTHU, AOrOBOPE,
aKTe ynoriHOMOYEHHOro rocyjapCTBEHHOIoO opraHa UM opraHa MeCcTHOro caMoyrnpaBreHns, 3aKoHe,
a TaKke eaMHONMNYHOro UCMOMNMHUTENBHOrO opraHa LPUANYECKOro nuua.) yctaHaBnmMBaloTCS
crneayowme cBegeHus:

o hamunus, nmsa, a Takke 0TY4ECTBO (MPY HaNU4Mn);
rpaXkgaHCcTBO;
Aarta poxaeHus;
MECTO POXOEHUS;
PEKBU3UTLI JOKYMEHTA, YOOCTOBEPSIOLLErO JINYHOCTD;
OaHHble MUTPaLMOHHOMN KapThbl;
AaHHble JOKYMEHTa, NoATBEPXAAoLWero NpaBo MHOCTPaHHOIO rpaXkaaHuHa unv nuua
6e3 rpaxgaHcTBa Ha npebbiBaHue (npoxusaHue) B P®;
agpec MecTa XutenbcTtsa (permcrpaunm) unm mecta npedbiBaHUS;
NOEeHTUMKALMOHHBIN HOMEP HanoronnaTenbLlmKka (Mpu ero Hanuyuum);
MecTo paboTbl M 3aHMMAEMYIO OOIPKHOCTD;
KOHTaKTHas MHdopmMauus.
HanoroBoe pPe3vaeHTCTBO - ONpeaensaeTcs TONbKO S KOHTPONMPYHOLLMX Ny,
NacCUBHbIX HEPUHAHCOBbLIX OpraHmn3aumin B Lensx peanunsauum MNonoxeHns,
yTBepxaeHHoro MNMoctaHoBneHuem lNpasutensctea PP ot 16.06.2018 roga Ne 693 «O
peanusaumm MexgyHapogHoro aBTomaTu4yeckoro obmeHa hmHaHCOBOW UHpopMaLmMen
C KOMNETEHTHBbIMW OpraHamMm MHOCTPAHHbIX FOCYAAPCTB (TEPPUTOPUIA)».

O O O O O O

O O O O O

1.2.2. B oTHoweHnn BeHedmumapHbix BNagenbues yCTaHaBNnBaTCa creayrowme CBeAeHNs:

e damunus, nms 1 (ecnu NHOEe He BblTEKAET U3 3aKOHa NN HaUMOHaNbLHOro obblyas)

OTYECTBO;

e [laTa poxgeHus;

¢ MecTo poxaeHus;

o [(paxxgaHCTBO;

e PekBn3nTbl JOKYyMEHTa, yAOCTOBEPSAIOLLErO JIMYHOCTL: CEpUsA 1 HOMep AOKYMeHTa, AaTa Bblgauu
AOKYMEHTa, HauMeHOBaHWe opraHa, BblAaBLUero JOKYMEHT, Kof nogpasaeneHus (ecnv umeetcs);
¢ [laHHble MUrpaLMOHHON KapThbl (ANs Hepe3WaEeHTOB): HOMEpP KapThbl, AaTa Havana cpoka
npebbiBaHMS 1 gaTa OKOHYaHUA cpoka npebbiBaHus;
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¢ [laHHble OKYMeHTa, nogTBepXAatoLwWwero NpaBo MHOCTPaHHOrO rpaxxaaHuHa nnu nuua 6es
rpaxgaHcTBa Ha npebbiBaHue (NpoxuBaHve) B PP: HanmeHoBaHWe JOKYMeEHTa, cepus (ecnum
nmeeTcd) U HoOMep AOKYMEHTA, AaTa Havyarna cpoka AencTBus npaea npebdbiBaHNS (MPOXMBaHUS),
JaTa OKOH4YaHMs CpoKa OEeNCTBUS npaBa npebbiBaHus (MpoXuBaHnS);

e Apec MecTa XutenbCcTaa (permcrtpaumm) nnm mecta npedbiBaHuS;

o VlaeHTUdMKaLMOHHBIA HOMEP HanoronnaTenbLlmka (ecnu nmeeTcs).
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HOpMaTUBHbIE A2HHbIX»
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1. GENERAL PROVISIONS

1.1. This Regulation “Information Security. Personal data processing” (hereinafter — the Regulation)
shall set forth the procedure for the processing of personal data of individuals at “Credit Agricole
Corporate & Investment Bank” Joint Stock Company (hereinafter — the Bank).

1.2. This Regulation has been developed in accordance with the requirements of the Russian laws
governing procedures for the processing and protection of personal data and in compliance with the
Bank’s internal requirements.

1.3. This Regulation shall take effect as of its approval by the Bank’s President.

1.4. In pursuance of the Bank’s internal requirements personal data shall be deemed as confidential
information (C3 class).

2. TERMS AND DEFINITIONS

2.1. Personal data - any information related to an individual identified or identifiable on the basis of such
information (the personal data subject), including inter alia, the individual’s first name, patronymic, last
name, year, month, date and place of birth, address, the individual’s family, social and wealth status,
education, professional occupation, income, and other information.

2.2. Personal data processing — any actions (operations) or sequence of actions (operations) perfomed
with usage of authomation tools or without them with personal data, including collection, classification,
accumulation, storage, refinement (update, change), use, dissemination (including transfer),
anonymization, blocking and destruction of personal data.

2.3. Personal Data Information System - an information system, which is a combination of personal
data stored in the database and information technologies and technological components allowing
processing personal data with or without automation tools.

2.4. Trans-border transfer of personal data - transfer of personal data to the territory of a foreign state,
a foreign government agency, a foreign individual or a foreign legal entity.

3. PURPOSES OF PERSONAL DATA PROCESSING

3.1. The Bank shall process personal data for purposes of:

3.1.1. Conducting banking operations and other activities stipulated by the Bank’s Articles of
Association and licenses, the Bank of Russia’s regulations, effective Russian laws, including without
limitation, the Federal Laws:

e FZ Ne 395-1 o1 02.12.1990 “On Banks and Banking Activity”;

e FZ Ne 218-93 o1 30.12.2004 “On Credit Histories”;

e FZNe115-9®3 o1 07.08.2001 On Counteracting the Legalization (Money Laundering) of lllegally
Acquired Proceeds and the Financing of Terrorism”;

o FZ Ne173-®3 o1 10.12.2003“ On the Currency Regulation and Currency Control”;

e FZ Ne 39-03 o1 22.04.1996 “ On the Securities Market”;

e FZ Ne177-®3 ot 23.12.2003 “On the Insurance of Physical Persons’ Deposits in Banks of the
Russian Federation”;

e FZ Ne 27-93 o1 01.04.1996“ On the Individual (Individualized) Registration in the Compulsory
Pension Insurance System”;

o FZ Ne 152-93 o1 27.07.2006“ On Personal Data”.
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3.1.2. Conclusion, performance and termination of civil law contracts/agreements with individuals, legal
entities, individual entrepreneurs and other persons/entities, in cases stipulated by the Russian laws
and the Bank’s Charter;

3.1.3. Organization of the personnel record keeping at the Bank, ensuring the compliance with the
federal laws and other regulatory and legal acts, conclusion of and fulfilment of obligations under
employment and civil law contracts/agreements; maintenance of HR records management, assisting
employees in their employment, training and professional advancement, use of various benefits,
calculation and payment of a salary, fulfillment of requirements of the Russian laws as regards taxes
and dues in connection with the assessment and payment of the individual income tax and other taxes
and dues, pension laws for purposes of compilation and submission of personalized data on each
income recipient used for the computation of insurance contributions for the compulsory pension
insurance and benefits, completion of primary statistical documents in accordance with the Labour
Code of the Russian Federation, the Tax Code of the Russian Federation, federal laws, in particular,
“On the Individual (Individualized) Registration in the Compulsory Pension Insurance System”, “On
Personal Data”, and the Bank’s Chatrter;

3.1.4. Fulfilment of the Bank’s obligations to government agencies and other bodies authorized by
virtue of the federal law or other regulatory act as regards provision of information to be disclosed upon
request of such agencies/bodies, in pursuance of provisions of the Russian laws.

4., TERMS, PRINCIPLES AND TIMINGS OF DATA PROCESSING
4.1. Personal data shall be processed by the Bank on the basis of the following principles:

legality and validity of the purposes and methods of personal data processing;
consistency of purposes of personal data processing with the purposes pre-determined and
stated at the time of collection of personal data and with the Bank’s powers;

e correspondence of the volume and nature of personal data processed and methods of personal
data processing to the purposes of personal data processing;

o reliability of personal data, their adequacy for processing purposes, prohibition on the
processing of personal data excessive in relation to the purposes stated at the time of collection
of personal data;

e prohibited aggregation of databases containing personal data, which have been generated for
mutually exclusive purposes;

e storage of personal data in a form allowing identifying the personal data subject, only as long
as is needed for the purposes of their processing;

e destruction of personal data after the purpose of their processing is achieved or if such purpose
no longer needs to be achieved.

4.2. Personal data shall be processed by the Bank on terms defined by the Russian laws, including
without limitation:

the personal data subject’s consent to the processing of the subject’s personal data;
an agreement with a client - a legal entity that is an operator for the processing of personal data
of its employees;

e personal data processing is necessary for the exercise and fulfilment of the processor’'s
functions, powers and duties assigned to it in accordance with the Russian laws;

e personal data processing is necessary for the performance of a contract/agreement, under
which the personal data subject acts as a party or a beneficiary or a guarantor, including where
the processor exercises its right to assign rights (of claim) under such contract/agreement;

e personal data processing is necessary for the exercise of the processor’s rights and legitimate
interests provided that such processing does not infringe rights and freedom of the personal
data subject;

e processing of personal data subject to publication or mandatory disclosure in accordance with
the Russian laws.

4.3. This Regulation shall set forth the following operations with personal data: collection, classification,

accumulation, storage, refinement (update, change), use, dissemination (including transfer),
destruction of personal data as part of mixed personal data processing with the use of electronic
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computing equipment, including transmission of information obtained in the course of personal data
processing via the Bank’s internal information network.

4.4. The Bank shall also generate and keep documents containing information about personal data
subjects, whose personal data are processed without using automation tools. Requirements to the
maintenance and keeping of such documents shall be set out in Decree of the Government of the
Russian Federation No. 687 dated 15.09.2008 “On the Approval of the Regulation on Specifics of
Personal Data Processing without Using Automation Tools”.

4.5. Trans-border transfer of personal data shall be done to foreign entitiesof the Credit Agricole Group,
in which the Bank is incorporated, in accordance with the effective Russian laws.

4.6. Trans-border transfer of personal data shall be allowed to the territory of foreign states that are
parties to the Council of Europe Convention for the Protection of Individuals and other foreign states
providing adequate protection of rights of personal data subjects, in accordance with the effective
Russian laws. Trans-border transfer of personal data to the territory of foreign states not providing
adequate protection of rights of personal data subjects may be allowed given the personal data subject’s
written consent or in other cases stipulated by the effective Russian laws.

4.7. Timings of personal data processing shall be determined based on what is stated in the personal
data subject’s consent to personal data processing, in accordance with provisions of the employment,
civil law and other contracts/agreements concluded with personal data subjects or civil law and other
contracts/agreements concluded by the Bank in the course of its other activities, Regulation of the Bank
of Russia Ne 499-P of October 15" 2015 “On identification by credit institutions of customers,
representatives of customers, beneficiaries and beneficiary owners for the purpose of combating
legalization (laundering) of illegally gained income and financing of terrorism”, Order of the Federal
Archival Agency dated December 20, 2019, No. 236 “On the Approval of the “List of Standard
Administrative Archive Documents Generated in the Course of Activities of Government Agencies,
Local Government Bodies and Organizations, and their Storage Periods”, Order of the Federal
Securities Commission of Russia No. 03-33/ps dated 16.07.2003 “On the Approval of the Regulation
on the Procedure for and Periods of Storage of Documents of Joint-Stock Companies”, limitation
periods, the Bank’s internal regulations, other requirements of the Russian laws and the Bank of
Russia’s regulations. In case of early termination of employment, civii law and other
contracts/agreements with personal data subjects, contracts/agreements concluded by the Bank with
the Bank’s customers, counterparties and partners, implying use of personal data of personal data
subjects, the Bank shall fulfill duties of the personal data processor also after termination of such
contracts/agreements in accordance with provisions of the Russian laws.

4.8. If the subject of personal data withdraws the consent for the processing of his personal data, the
Bank stops processing personal data and destroys it within a period not exceeding thirty days from the
date of receiving such request, unless otherwise provided by the Federal Law No. 152-FZ of July 27,
2006 “On Personal Data”, Regulation of the Bank of Russia Ne 499-P of October 15" 2015 “On
identification by credit institutions of customers, representatives of customers, beneficiaries and
beneficiary owners for the purpose of combating legalization (laundering) of illegally gained income and
financing of terrorism” or other federal laws.

4.9. Destruction of personal data shall be in accordance with the Provision of the Bank on the media,
containing confidential information or personal data, Regulation “Information Security. Protection of
Information”, as well as the procedure described in Appendix 2 to the Regulation on Personal Data
Processing at “Credit Agricole Corporate and Investment Bank” joint stock company.

4.10. The Bank processes biometric personal data when posting and updating information in
accordance with paragraph 5.6 of Art. 7 of the Federal Law of 07.08.2001 No. 115-®3 “On counteracting
the legalization (laundering) of proceeds from crime and the financing of terrorism”, and for organization
of access control to the Bank’s premises.

[PUBLIC] 5



D% CREDIT AGRICOLE

CORPORATE & INVESTMENT BANK

5. ENSURING SECURITY OF PERSONAL DATA

5.1. The Bank shall take all necessary organizational and technical measures to protect personal data
from accidental or unauthorized access, destruction, change, access denial and other unauthorized
actions.

5.2. Security of personal data during their processing in the Bank’s information systems shall be
ensured through organizational measures and technical safeguards in accordance with the
requirements of the effective Russian laws and the Bank’s internal requirements to the protection of
confidential information (C3 class).

5.3. For purposes of coordinating activities aimed at ensuring security of personal data the Bank shall
appoint an responsible in charge of the organization of personal data processing. The responsible in
charge of the organization of personal data processing shall be responsible for:
e providing internal control of the compliance by the Bank and its employees with the Russian
laws on personal data, including with requirements to personal data protection;
¢ communicating to the Bank’s employees provisions of the Russian laws on personal data, local
acts regarding personal data processing, and requirements to personal data protection;
e organizing receipt and handling of requests of personal data subjects or their representatives
and (or) monitoring the receipt and handling of such requests.

5.4. On detecting violations of the procedure for the personal data processing, responsible employee
of the Bank shall suspend the processing of personal data until reasons for such violations are identified
and eliminated.

5.5. The Bank’s employees shall maintain confidentiality of personal data accessible to them in
connection with the fulfillment of their official duties. Confidentiality and security of personal data during
their processing in the Bank’s information systems shall be ensured by the information security
administrators.

6. RIGHTS AND OBLIGATIONS

6.1. Rights and obligations of the Bank when processing personal data.

6.1.1 Acting as the personal data processor, the Bank shall have the right to:

e process personal data for the purpose of performing contracts/agreements concluded by the
Bank in accordance with provisions of the Russian laws;

e provide personal data of subjects to third parties if provided for by the effective laws (tax, law
enforcement bodies, other authorized agencies, etc.);

e deny the provision of personal data in cases stipulated by the laws;
use a subject’s personal data without the subject’s consent in cases stipulated by the laws;

e carry out other activities not prohibited by the Russian laws.

6.1.2 Acting as the personal data processor, the Bank shall:

e take or ensure the implementation of the necessary legal, organizational and technical
measures in order to protect personal data from unauthorized or accidental access of third
parties to such data, destruction, change, blocking, copying, provision, dissemination of
personal data as well as from other inappropriate actions of third parties with respect to personal
data;

e abide by the requirements to the personal data protection during their processing in personal
data information systems, compliance with which is secured by the personal data protection
levels established by the Government of the Russian Federation;

o abide by all other requirements binding upon the Bank as the personal data processor, which
are stipulated by the Russian laws.

6.2. Rights of personal data subjects.
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6.2.1 A personal data subject shall have the right to:

confirmation of the fact of the processing of personal data by the operator, as well as the legal
grounds and purpose of such processing;

goals and methods of processing personal data used by the operator;

name and location of the operator, information about persons (with the exception of operator’s
employees) who have access to personal data or to whom personal data may be disclosed on
the basis of an agreement with the operator or on the basis of federal law;

a list of processed personal data and the source of their receipt;

terms for processing personal data, including periods for their storage;

the procedure for the exercise by the subject of personal data of the rights stipulated by the
federal law “On Personal Data”;

information on completed or proposed cross-border transfers;

name or surname, first name and patronymic and address of the person processing the
personal data, if the processing is entrusted to such a person;

other information provided for by the federal law “On Personal Data”.

6.3. Subject of the personal data has the right to revoke his/her consent for the processing of personal
data. The subject of personal data can withdraw consent for the processing of personal data by
sending a written response that meets the requirements of the Federal Law of July 27, 2006 No. 152-
FZ "On Personal Data" and containing a list of personal data, in respect of which the subject revokes
his/her consent for the processing.

6.4. The right of the subject of personal data to access their personal data may be restricted in the
cases provisioned in the applicable legislation of the Russian Federation.
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Appendix 1 to the Regulation “Information Security. Personal Data Processing”

Information Constituting Personal Data

1. In pursuance hereof personal data processed at the Bank shall include:

1.1. Personal data of Employees of the Bank:

Last name, first name, patronymic (hereinafter referred to as “full name”);

Gender,;

Citizenship;

Date and place of birth;

Passport data (including travel passport);

Registration and actual address;

Family situation, including information about children;

Employment information, previous work;

Information on education and qualification;

Military records;

Individual Tax number and insurance number of individual personal account;

Information on income and deducted taxes, including previous work places;

Bank requisites;

Position and department name, corporate phone numbers and e-mail address:

Information on hiring, transfer, termination, assignments, other employment-related events;
Personal contact data (including phone numbers and e-mail address);

Sick leave information during the period of employment;

Health status information on the basis of documents, provided by Employee;

Data of migration card, visa, work permit;

Phone numbers of close relatives, provided by Employee;

Biometric data: face image data and / or any other biometric personal data required for access
control purposes to the Bank’s premises, placement on the access cards, access to critical
premises (if applicable), placement in internal contact register;

Information about the criminal record of employees holding positions to which federal laws of
the Russian Federation impose requirements on the business reputation of such persons.

1.2. In relation to each Client - an individual, the Bank sets the following data:

[PUBLIC]

Last name, first name, patronymic name (if exists);

Date and place of birth;

Citizenship;

Details of an identity document: name, series (if any) and document number, date of issue of
the document, name of the authority issuing the document, unit code (if any);

Migration card data: card number, date of the start of the stay and the end date of the stay in
the Russian Federation;

Data of a document confirming the right of a foreign citizen or stateless person to stay (stay) in
the Russian Federation: name of the document, series (if any) and number of the document,
date of commencement of the right to stay (residence) and date of expiration of the right to
stay (residence);

Address of the place of residence (registration) or place of stay;

Tax identification number (if any);

Information on the insurance number of the individual personal account of the insured person
in the mandatory pension insurance system (if any);

Contact information;
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Information on the Client’s Beneficial owner;

Information on the purpose of establishing and the expected nature of business relations with
the Bank. Information is submitted by the Client in writing in any form;

Information on financial situation and information on business reputation. To establish such
information, the Bank uses any open source of information legally available;

Information on sources of origin of funds and (or) other property of the Client;

Tax residency - in order to comply with the Regulation approved by Decree of the Government
of the Russian Federation of June 16, 2018 No. 693 “On the implementation of international
automatic exchange of financial information with the competent authorities of foreign states
(territories)”.

1.2.1 In relation to the Client and each Representative of the Client, the Bank establishes the
following information (the mandatory information for each case is determined in the relevant
procedures and rules of the Bank):

Last name, first name, patronymic name (if exists);

Date and place of birth;

Citizenship;

Details of an identity document;

Migration card details;

Data of a document confirming the right of a foreign citizen or a person without citizenship for
stay (residence) in the Russian Federation;

Address of place of residence (registration) or place of stay;

Taxpayer identification number (if any);

Place of work and position;

Contact information;

Tax residency - determined only for controlling persons of passive non-financial organizations
in order to comply with the Regulation approved by Decree of the Government of the Russian
Federation of 06.16.2018 No. 693 “On the implementation of international automatic exchange
of financial information with competent authorities of foreign states (territories)”.

1.2.2. The following information is established with respect to the Beneficiary owners:

[PUBLIC]

Last name, first name, patronymic name (if exists);

Date of birth;

Place of birth;

Citizenship;

Details of the identity document: series and number of the document, date of issue of the
document, name of the authority issuing the document, unit code (if any);

Migration card data (for non-residents): card number, start date of stay and end date of stay;
Data of a document confirming the right of a foreign citizen or stateless person to stay (stay) in
the Russian Federation: name of the document, series (if any) and number of the document,
start date of the right to stay (residence), expiration date of the right to stay (residence) ;
Address of place of residence (registration) or place of stay;

Taxpayer ldentification Number (if any).



